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EXECUTIVE

SUMMARY

Recent revelations about the NSA’s cyber-spying capabilities are an IT version of
sausage-making: Everyone knew something was going on, but it all seemed much more
disturbing once the messy details were exposed. While there’s plenty for privacy advo-
cates and civil libertarians to grouse about, the technologies underpinning the NSA’s
data collection and analysis programs provide much for IT pros to cheer.The agency has
built a scalable, extensible, secure big data system that rivals,and in some cases exceeds,
anything cloud heavyweights like Google, Amazon or Apple have deployed.

We'll examine the open source and commercial technologies the agency uses in its big
data collection and analysis infrastructure, diving into details about Accumulo, the
BigTable- and Hadoop-based system it developed and later open sourced, and discuss
promising applications for the enterprise. These cyber swords in the war on terror can in-
deed be bent into IT plowshares in the quest for business success.
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Technology vs. Privacy Smackdown

It’s not the first time bleeding-edge technol-  grams are anything but fiction.Two previously  crosoft, Yahoo, Google and Facebook, and
ogy has collided with constitutional law and  unknown systems, PRISM, which gathers on-  Blarney, a program to vacuum up metadata
public policy, and it won't be the last. The  line communications from the likes of Mi-  about every wireless call, text message or data
National Security Agency’s Figure 1

electronic eavesdropping tjlization of Analytics and BIl: 2013 vs. 2012
apparatus is one of those in- ' How do you currently utilize or plan to utilize analytics or business intelligence?

creasingly common situa- | g5 2012
tions where breakneck tech-
nological progress runs into
enduring questions of per-
sonal rights and governmen-
tal powers. By now we're all
familiar with the basics of the
government data collection
and analysis programs that
were exposed by former con-
tract employee Edward
Snowden, whose subse-
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Base: 417 respondents in October 2012 and 414 in October 2011 at organizations using or planning to deploy data analytics, BI or statistical analysis software
Data: InformationWeek Analytics, Business Intelligence and Information Management Survey of business technology professionals
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connection from the major wireless carriers, What's gotten less attention, even among  on open source software, commercially avail-
have generated nonstop debate from Capitol  technologists, is what’s underpinning these  able hardware and private cloud infrastructure.
Figure 2 Hill to the office watercooler. programs — technology that’s largely based It turns out the NSA is using advanced but
Implementation Goals freely available tools to detect
What are your organization's current goals for implementing analytics or Bl products? plots and connect terrorist net-
i o 012 works.Taking a closer look at its
3 portfolio reveals a number of
= = = N promising opportunities for
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Note: Multiple responses allowed R6061112/8 which we’ve covered in some
Base: 417 respondents in October 2012 and 414 in October 2011 at organizations using or planning to deploy data analytics, BI or statistical analysis software depth As some of that archi-

Data: InformationWeek Analytics, Business Intelligence and Information Management Survey of business technology professionals

reports.informationweek.com

July 2013 6


http://reports.informationweek.com/index
http://reports.informationweek.com/index
http://en.wikipedia.org/wiki/PRISM_(surveillance_program)#Related_U.S._government_surveillance_programs
http://www.informationweek.com/government/leadership/nsa-cio-pursues-intelligence-sharing-arc/229401971

reports.informationweek.com

InformationWeek

:: reports

tecture is made public,including key compo-
nents that were developed by the NSA and
subsequently put in the public domain,
we're getting a much clearer picture of how
the agency built its eavesdropping appara-
tus. Let’s take a closer look at some of the IT
building blocks and how they might be ap-
plied to the enterprise.

The Technology

As NSA CIO Lonny Anderson surveyed the
technology landscape several years ago, he
decided he wanted what Google had: a mas-
sive, distributed data collection and analysis
system built on a new generation of big data
software and commodity hardware, the IT
equivalent of “e pluribus unum” — out of
many, one. But unlike the cipher-cracking su-
percomputers and custom hardware the
agency is known for, this new generation of
cloud-scale software is mostly in the public
domain running on commodity hardware.
Harvard Business School IT professor Tom
Davenport, talking about the NSA’s data
analysis prowess in a Wall Street Journal re-

The NSA and Big Data: What IT Can Learn

port, says, “They’ve substantially reduced the
cost and greatly increased the [government’s]
ability to analyze this type of data,” adding
that the supporting technology has become
“orders of magnitude” less expensive.

The pillars of the NSA’s architecture are big
data systems, particularly a new distributed
data store called Accumulo, machine learning
and natural language processing software, and
scale-out cloud hardware. Let’s look at each.

Step 1:Big Data Software

Like Google, the NSA needed to store, pro-
cess and analyze incredible amounts of both
structured and unstructured data, the former
consisting of things such as call logs and
email address headers, the latter being actual
content. In fact, one estimate claims the gov-
ernment’s intelligence organizations have the
goal of eventually handling yottabytes of
data. For the math-challenged, that's 1 billion
petabytes, or the contents of more than 250
billion 4 TB drives, an impossible feat with SQL
Server.That's where various big data systems
using NoSQL data stores, like Cassandra,

HBase, MongoDB and Google’s own BigTable,
come in.The NSA liked the BigTable architec-
ture, which Google published in 2006, but saw
that it lacked some necessary features, which
the agency proceeded to add.

But BigTable provides only the data store;
you still need a way to process, analyze and
draw correlations across large, distributed
data sets. Again, Google set the standard with
its MapReduce programming model, but here
the NSA had a readily available, free and open
alternative, Hadoop. Hadoop adopts the
MapReduce paradigm of splitting large data
analysis problems into chunks that can be run
across a multitude of servers using a distrib-
uted file system like BigTable or HDFS
(Hadoop File System). Although there are a
number of commercial Hadoop implementa-
tions, including Cloudera, Hortonworks and
WANdisco, the NSA rolled the open source
code into its own big data analysis system,
called Accumulo.

The NSA’s requirements, while extreme in
scale, aren’t unique in capability. Our
InformationWeek 2013 Analytics, Business
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Intelligence, and Information Management
Survey shows that the need to manage and
process massive data volumes containing
unstructured information, just the sort of
problems the NSA was trying to solve, is
most likely to spark interest in nonrelational
databases like NoSQL and Hadoop.

Accumulo is the secret sauce behind the
NSA’s data collection and analysis systems. It’s
a reverse-engineered version of Google’s
BigTable distributed data store, with exten-
sions, that's bundled with Hadoop, Apache
ZooKeeper (a distributed application service
and process management system) and
Apache Thrift (a software library and set of
code-generation tools used for back-end
services that enables efficient and reliable
communication across programming lan-
guages, more details here [PDF]). Accumulo is
essentially a big data storage and application
platform in a box, with some interesting new
wrinkles.

Ely Kahn, co-founder and VP of business de-
velopment of Sqrrl, a startup he and several
former NSA developers launched with the

The NSA and Big Data: What IT Can Learn

goal of commercializing Accumulo, says the ing publicly available technology: granular
NSA had two primary requirements in a big  data access control and massive scalability.So
data system that weren’t being met by exist-  it's not surprising that the NSA’s major exten-

Figure 3
Factors Driving Interest in NoSQL/Alternative Data Management

What factors are driving, or would drive, your organization’s interest in using Hadoop or other NoSQL/alternative data
management/processing platforms?
M 2013 2012
Ability to manage/process massive volumes of data
~ N 6%
30%
Ability to manage/process nonrelational/unstructured data

N 6

31%
Interest in new insights, such as social media analysis
N 6%
16%
Lower hardware and storage scaling cost than commercial products
N 8%
23%
Lower software and deployment cost than commercial products
[ 2 5%
23%
Other
Ml 2%

3%
Hadoop and other NoSQL/alternative data management/processing platforms are not a priority for my organization

I 7%

47%
Note: Multiple responses allowed R6061112/21
Base: 517 respondents in October 2012 and 431 in October 2011 involved with information management technologies
Data: InformationWeek Analytics, Business Intelligence and Information Management Survey of business technology professionals
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sion to the canonical, Google-like big data ar-
chitecture is focused on security, which in
Accumulo means new security attributes for
individual data elements. According to Kahn,
the system needed to tag every piece of data
with a security label, which would dictate who
can access particular data regardless of the
application. This means the system does not
return query results unless the user perform-
ing a search has access credentials that meet
the aggregated union of each cell’s “visibility”
parameter.

This is a huge advantage over conventional
big data architectures since it allows informa-
tion with widely varying security require-
ments and access controls to be stored in a
single system. Kahn says such “fine-grain
tagging of data” enabled the NSA to aggre-
gate information from multiple sources, ex-
pose it all to a wide population and not worry
about individuals accessing something they
shouldn’t.“It solves the stovepiping problem,”
he says, describing the government’s tradi-
tional means of controlling access by parti-
tioning information into unique databases for

The NSA and Big Data: What IT Can Learn

different user groups and security clearances.
Accumulo is also eminently scalable. Kahn
says people using HBase, a popular column-
oriented NoSQL database that runs on top of
HDFS, find it difficult to scale past a few hun-
dred storage nodes. In contrast, he says, Accu-
mulo instances with thousands of nodes have
been in production for several years. Assuming
each node is a typical 2U system with eight to
12 drive bays, thousands of nodes translates
into tens if not hundreds of petabytes.
Accumulo also augments traditional
NoSQL big data systems with a server-side
programming facility that allows data to be
modified as it flows through the system, thus
enabling real-time data analysis, something
not currently possible with Hadoop systems.
Kahn likens these “iterators” (in Accumulo-
speak) to user-defined functions in SQL or
Excel.In big data parlance, “it’s like a contin-
uous MapReduce function,” he says. It's a
powerful feature for tasks like filtering,
counting, categorizing and labeling data as
it's being ingested into the system. Further-
more, Kahn says that since iterators operate

in memory, they avoid performance-sapping
disk reads and writes. While conventional
Hadoop systems can perform such data
analysis post hoc, iterators enable these sorts
of MapReduce functions to happen continu-
ously as new data enters the system.

From the Shadow Factory to the Public
Square

Sqrrl owes its existence to the fact that the
NSA didn’t stop with just improving on
BigTable and Hadoop — it open sourced it. As
InformationWeek reported at the time, “in its
submission to the Apache Foundation, the
NSA said that it expects that verticals that
have a keen interest in privacy, such as the
government and healthcare providers, may
find the most use for Accumulo. Other fea-
tures include a storage format that improves
compression. [The] NSA is releasing the proj-
ect through Apache, rather than directly, be-
cause it is heavily reliant on other Apache
technologies.”

The strategy worked. Kahn says his motiva-
tion in founding Sqrrl was to take the expert-
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ise acquired in building Accumulo and appli-
cations using the platform for the NSA and
make its simpler to use, easier manage, more
powerful and generally a better application
development platform.

Our surveys indicate that the NSA and its
Sqrrl progeny have identified an important
need among big data practitioners.When we
asked respondents to our InformationWeek
2013 Big Data Survey about the areas they
were most concerned about, security came
out on top, followed by data management
and access speed. With security and access
control being Accumulo’s major selling
points — indeed, its raison d'étre — when
paired with the system’s massive scalability,
it's clear the NSA built something with sig-
nificant business value.

Step 2: Machine Learning and Natural
Language Processing

Another important piece of the NSA’s tech-
nology arsenal is machine learning, namely
building adaptive, self-tuning systems that
gradually, and automatically, evaluate incom-

ing data to improve performance, update
search queries, interpret ambiguous phrases or
identify objects in digital images. Much like
Google improves your search results by record-

Figure 4
Concern With Big Data-Related Issues

ing metadata about past searches, clicked links
and Gmail document text, the NSA’s systems
can apply context to textual analysis to deter-
mine whether the phrase “this plot will destroy

How concerned are you with the following issues as they relate to big data? Please use a scale of 1 to 5, where 1 is “not

at all concerned”and 5 is “extremely concerned.”
T Not at all concerned

Extremely concerned 5

Security

© I 3.8

Data management

3.6

Speed of accessibility

© 3 . 5

Long-term storage

© A

Interoperability of data between tools from multiple vendors

© I .

Analytics capabilities

N 3.3
Lack of use
. 3 .1
Vendor lock-in
N .9

Note: Mean average ratings

R5561012/12

Data: InformationWeek 2013 Big Data Survey of 257 business technology professionals at organizations with 50 or more employees, September 201.
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him” refers to an assassination scheme or a
critic’s opinion that a lousy novel will ruin the
author’s reputation for suspense.

For example, one public NSA project, KODA,
can automatically create summaries of large
sets of textual data using just the text itself. As
the agency’s public disclosure points out, cur-
rent search engines and content manage-
ment systems typically use dictionaries or
standard text samples to search and catego-
rize data; however, that approach breaks
down when applied to large volumes of infor-
mation. KODA (PDF) “works by measuring the
similarity between passages of text and se-
lects sentences it can use to summarize the
text. KODA performs well on large data sets in
many languages regardless of formatting. It
can read thousands of documents and pub-
lish a summary of user-definable length for
each document.”

Other publicly disclosed projects demon-
strating the agency’s interest in adaptive sys-
tems include software (Renoir) that can analyze
large data sets and create visualizations and as-
sociations that identify relevant and interesting

The NSA and Big Data: What IT Can Learn

relationships, a program that can extract text
from color images, and another that can gen-
erate a topic description and categorization of
an arbitrary text sample and automatically ap-
ply these machine-identified categories to
search, sort and catalog new text by topic.

Step 3: Hardware and Networks

Just as the NSA re-created the big data
analysis features of a Google and Facebook in
software, so too is it replicating their data stor-
age and processing capabilities in hardware,
notably in a new cloud-scale data center un-
der construction in Utah.The fact that we
know so much about this data center is likely
attributable to the NSA's choice of contractor;
because the U.S. Army Corps of Engineers is
the builder, many design documents are in
the public domain.They describe a massive
Tier 3 facility comprising 100,000 square feet
of raised floor space in four data halls, 900,000
square feet of technical support and admin-
istrative space, two substations supplying 65
megawatts to the data halls (which translates
to roughly 20 kW per rack), all at a price of be-

tween $1.5 billion and $2 billion.

Impressive, particularly the cost, which is
about an order of magnitude higher per
square foot than other cloud facilities But it's
hardly unprecedented given that mega-cen-
ters, like Facebook’s Prineville, Ore., facility, rou-
tinely top out with more than 300,000 square
feet of data hall space. Added security likely ac-
counts for some of the price premium, as does
the fact that the facility is on an old Army base
and so could have required extra preparation
and probably extra fiber pulls since it's not ex-
actly on the info-superhighway interstate.

Fortunately for shops without such deep
pockets, as we point out in Information\Week’s
latest State of the Data Center report, such
state-of-the-art facilities are readily available
to any enterprise through a rich and compet-
itive market for co-lo space. So whether your
cloud spans 20 servers or 20,000, there’s no
trouble finding it a suitable home.

Enterprise Use Cases
Given what we know about the NSA’s IT ca-
pabilities, CIOs have a couple of ways of look-
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ing at the opportunity. Fundamentally, it’s just
another big data system capable of the same
sorts of applications that have become regu-
lar features on the business pages. Whether
it's a brick-and-mortar retailer tracking cus-
tomer movements throughout its store to
learn about shopping and buying habits, or
Netflix using detailed viewer preferences to
determine which new shows to license and
thus be assured that House of Cards would be
a hit before it ever aired, big data systems are
the foundation for a growing number of inno-
vative applications.On this front, many organ-
izations already have a good idea of what
they need to do to capitalize on today’s pro-
liferation of data and resulting storage, man-
agement and analysis technologies.

Our big data survey found that most data
analysis projects target some combination of
business security; competitive and financial
benefit (through customer segmentation, bet-
ter sales and supply forecasting, competitive
analysis,and improved quality); improved busi-
ness processes; and higher customer engage-
ment, retention, satisfaction and loyalty — all

Figure 5
Business Areas Most in Need of Improvement

What are the top two business areas most ripe for improvement via better data analysis at your organization?

Business security (including data)

R 3 3%y
T 3,0%
N 2 6%
Customer segmentation
N 15

Product quality improvement
- 3%
Overall economic forecasting
[ 12%
Inventory forecasting
N 11%
New product development
[ 10%
Production costs
- 9%

Marketing and advertising spending

- %
Sales forecasting

. 5%
Net new sales generation

- 7%
Hiring
- . 4%
Other
S 3%

Note: Two responses allowed R5561012/4
Data: InformationWeek 2013 Big Data Survey of 257 business technology professionals at organizations with 50 or more employees, September 2012

Competitive intelligence

Customer service
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areas that contribute to the bottom line.

When it comes to big data applications and
analysis of the sort done by the NSA, IT pros re-
sponding to our Bl survey are most intrigued
about the ability to find correlations across
multiple data sets, using them to predict cus-
tomer behavior, product sales, or the likelihood
of fraudulent or financially risky activity.

So to the degree the NSA has implemented
just another big data collection infrastructure
and analysis platform of the type widely used
in large enterprises, its technology is relevant
to any of these applications.However,the NSA
advances the state of the art in a few ways
that are well suited to a several types of en-
terprise applications.Indeed, one respondent
to our big data survey, an enterprise data ar-
chitect for a large healthcare provider, hits the
same set of challenges the NSA faced when
developing Accumulo: security and data gov-
ernance: “There is a lot of opportunity for us
with big data, especially in getting analytics
from unstructured data, but the governance,
security and IT management aspects of it rep-
resent a culture change which we are not

Figure 6
Factors Driving Interest in Big Data Analysis

What data sources or challenges are driving, or would drive, your organization's interest in using big data analysis?

Finding correlations across multiple, disparate data sources (clickstreams, geospatial, transactions, etc.)
52%

Predicting customer behavior

N 5%

Predicting product or service sales

© /N 3 4%

Predicting fraud or financial risk

© 0 8%

Identifying computer security risks

~ I ) 3%

High-scale machine data from sensors, Web logs, etc.

N 2%

Social network comments for consumer sentiment

N 18%

Web clickstreams

- N 11%

Other
M 1%

Big data analytics is not of interest to my organization

N 15%

Note: Multiple responses allowed

Base: 417 respondents at organizations using or planning to deploy data analytics, BI or statistical analysis software

Data: InformationWeek 2013 Analytics, Business Intelligence and Information Management Survey of 541 business technology
professionals, October 2012

R6061112/13
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likely ready for.”

In fact, of Sqrrl’s three primary customer seg-
ments, Kahn says one is Hadoop users who
want to add security and real-time analytics to
their big data systems, and another is the
healthcare business (cybersecurity being the
third). We hope our commenter is watching.

The following are some application cate-
gories where NSA tech really shines:

>> Real time versus batch analytics: Ac-
cumulo’s server-side programming features
enable many data analysis tasks to operate
continuously, thus providing real-time or in-
teractive access to analytics features, some-
thing not possible with Hadoop-based sys-
tems. As a Sqrrl white paper puts it, Accumulo
enables applications that “bridge the gap be-
tween Online Transaction Processing (OLTP)
and Online Analytical Processing (OLAP) by
being able to process hundreds of thousands
of transactions in real time and conducting
real-time analytics on those transactions us-
ing petabytes of historical data.” For example,
Kahn says that Sqrrl Enterprise, its Accumulo-
based product, uses iterators to filter and

The NSA and Big Data: What IT Can Learn

count data in real time and in memory with
virtually no performance hit.

>> Data mining and graph analysis: Per-
haps the primary application of the PRISM
program is exposing social connections and
communication paths that aren’t apparent
when analyzing millions of separate actors.In
fact, graph analysis is the application the NSA
used earlier this year (PDF) to showcase Accu-
mulo’s speed and scalability, describing a sys-
tem running a standard graph benchmark

with 4.4 trillion nodes and 70 trillion edges.

For comparison, Facebook’s Graph Search cur-
rently scales to hundreds of billions of nodes
and trillions of edges.We're impressed.

Aside from scalability, the advantages to do-
ing data mining and graph analysis in a sys-
tem like Accumulo are twofold. There’s the
speed factor of the server-side processing en-
abling IT to pre-cache certain common oper-
ations, and there’s the security inherent in al-
lowing only authorized individuals access to
certain queries. For example, the leaked PRISM
flowchart slides show that search queries pass
through several layers of filtering and author-

ization prior to any results being returned.

>>Predictive analytics: Using vast quanti-
ties of data from multiple sources — sales
transactions, customer loyalty cards, economic
data, Twitter comments, even the weather —
to model and predict events from demand for
specific products to a customer’s receptiveness
to individual promotions is an analysis prob-
lem where the more data and the faster the
processing the better. Again, the scalability and
granular access control of the NSA’s technol-
ogy make it an ideal platform.

Some specific applications are garnering the
interest of Accumulo early adopters, including:

>> Cybersecurity: PRISM-style log file, trans-
action and content analysis can identify and
prevent malicious or fraudulent activity. Kahn
says big data security analytics is an emerging
trend, since traditional security information
and event management and security forensics
software can’t handle the volume, diversity
and complexity of data needed to identify
new threats or predict incidents. For example,
he says a financial institution might generate
terabytes of security data from hundreds of
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platforms per day and want to store years’
worth in order to draw long-term correlations.
From this petabyte-scale pool, they need to
perform low-latency searches, getting results
within a of couple seconds. But since the
repository includes sensitive data mixed in
with the mundane, Kahn says firms also need
Accumulo’s security features and API so that
users get only what they’re authorized to see.

>> Healthcare: To get a consistent picture of
an individual’s health profile, organizations
need to consolidate records from multiple sys-
tems: administrative, clinical, research/lab, phar-
maceutical.Here, Accumulo’s cell-level security
can provide the necessary access controls for
specific information based on user credentials,
satisfying HIPAA. Furthermore, Kahn says that
by consolidating data, it's much easier for clini-
cians to find subtle correlations across large pa-
tient groups to aid in diagnosis and treatment.

>> The Internet of things: Accumulo’s scal-
ability and real-time filtering/categorizing fea-
tures make it an ideal data repository for
telemetry from millions of physical objects,
with applications allowing interactive data

The NSA and Big Data: What IT Can Learn

Figure 7
Interest in Bl Technologies

Please rate the level of interest within your organization in the following leading-edge analytics or Bl technologies.

Please use a scale of 1 to 5, where 1 is“not interested”and 5 is “extremely interested.”
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Base: 417 respondents in October 2012 and 414 in October 2011 at organizations using or planning to deploy data analytics,
BI or statistical analysis software
Data: InformationWeek Analytics, Business Intelligence and Information Management Survey of business technology professionals
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mining across object types and customers. Al-
though not yet a significant application cate-
gory, we expect early loT adopters will find
Accumulo an attractive data repository and
application platform.

>> Dynamic pricing and order manage-
ment: Collecting and analyzing competitive
pricing information and generating real-time
sales and inventory trends is a big data appli-
cation with big-dollar potential. Such informa-
tion allows businesses to adjust prices and
supply chains in response to changing condi-
tions. Here too, Accumulo’s scalability, speed
and security make it a good choice. For exam-
ple, a retail chain might want to consolidate all
sales and inventory data into a single system
but allow a local store manager to see trends
only for that store, not the entire company. Ac-
cording to our surveys, predictive, statistical
analytics and data visualization top the list of
interesting capabilities of big data Bl systems.

Conclusion and Recommendations
Unlike the NSA, we know enterprise IT
doesn’t have a multibillion-dollar big data

Figure 8

Percentage of Data Analysis Done With Excel

What percentage of your data analysis is done with Excel?

Greater than 50%

41%t0 50%

31% to 40%

None

1% to 10%

11% to 20%

21% to0 30%

R5561012/16

Data: InformationWeek 2013 Big Data Survey of 257 business technology professionals at organizations with 50 or more employees, September 2012

and private cloud budget, but there are steps
you can take to capitalize on its largess.
1.Develop a big data and Bl strategy: It's
long past time to build larger, more diverse
data sets than your departmental Access or
SQL Server databases and use tools more so-
phisticated than Excel to monitor and analyze
what’s going on in your organization. Yet, ac-

cording to our Bl survey, the most commonly
used analytics tools are the most primitive:
spreadsheets and formatted reports. Fewer
than half of respondents use predictive
analytics.

Memo to IT:1t's 2013, not 1993. Get with the
program.

2.Big data needs big security: Don't short-
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change security when planning and building
your big data systems. The PRISM imbroglio is
but the latest in a series of privacy flaps over

data leaks at the likes of Facebook and LinkedIn.

It's clear that big data is a target for hackers and
industrial espionage and leads to big problems
when lost. A key advantage of Accumulo is the
ability to apply fine-grained access controls to
information in a consolidated data store, where
information sources and users might span the
entire organization and even include business
partners and contractors. But cell-level access
controls should be coupled with well-known
and widely available data encryption, both at
the file system and network transport layers. Al-
though open source Accumulo doesn’t (yet)
support encrypted file systems, Sqrrl’s product
does, and according to Khan, it adds a minimal
6% increase in latency.Seems like a good trade-
off to us.

3.ldentify one or two high-value big data
analytics applications for a pilot: You don't
want to boil the ocean with your first big
data/Bl projects. Instead, find a tightly focused
application with substantial new business

Figure 9
Technologies Used to Share Analytic and Bl Insights

Which of the following technologies are used to share analytic and Bl insights within your organization?
M 2013 2012

Spreadsheets
I 5%
91%
Reports (formatted PDF/HTML sent by email or accessed online)
N ©3 % 570
7%
Dashboards (interactive data visualization interfaces)
N, 7 3%,
72%
Scorecards (comparing performance to predefined goals)
N 6%
64%
Alerts (email, SMS, etc., for exceptions/thresholds)
N 6%
60%
Query and analysis software (e.g.,in-memory what-if planning, OLAP cubes)
61%
68%
Embedded Bl (data visualizations within business apps or portals)
54%
60%
Predictive analytics apps or data visualizations
~ N 6%
NA
Mobile (smartphone- or tablet-based) dashboards or data visualizations
7%
25%
Note: Percentages reflect extensive or limited use R6061112/4

Base: 417 respondents in October 2012 and 414 in October 2011 at organizations using or planning to deploy data analytics,
BI or statistical analysis software
Data: InformationWeek Analytics, Business Intelligence and Information Management Survey of business technology professionals
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value. A good category to investigate
is predictive analytics to identify your
best customers, build loyalty, cross-
sell new products and services, or
better predict sales and buying pat-
terns based on dynamic information
such as the weather, social network-
ing trends or current events.

Many of our Bl survey respondents
are already on board, as our survey
finds the most common Bl applica-
tions to be financial analysis, fore-
casting and business activity moni-
toring, although 80% plan on using
predictive analysis. In fact, most re-
spondents use the technology to
improve business planning and re-
port on current business activity
and metrics. For them, software like
Accumulo, MapReduce and other
NoSQL distributed data stores can
provide near-real-time information
to predict customer behavior, sales
trends, and inventory needs or iden-
tify fraudulent activity.

The NSA and Big Data: What IT Can Learn

DRAWBACKS

Accumulo’s Not-So-Silver Lining

hile Accumulo is a good fit for a lot of
existing big data applications and could
easily displace conventional Hadoop/
HDFS installations while improving scalability, real-
time performance and security, there are downsides:
>> Accumulo is new and not widely used outside
of government.Unless you use Sqrrl (itself a very new
company), you have to manually install from the
open source repository, which includes a few other
Apache software components (ZooKeeper, Thrift), so
there’s more expertise, care and feeding required.
>> Unlike Hadoop/MapReduce and HDFS/
HBase, no public cloud services offering Accu-
mulo instances are yet available. Amazon has a tu-
torial on how to install it on top of Elastic MapRe-
duce, but again, a lot of DIY is involved.

When applications are developed, new features
like security labels and iterators come with a learn-
ing curve.This 451 Group survey of LinkedIn profiles
finds increasing numbers of Accumulo-savvy devel-
opers, butit's still a very small base.Read: expensive.

>> The original Senate Armed Services Defense
Authorization bill last year contained skeptical lan-
guage directed at Accumulo. To wit, Section 929
“prohibits any DOD component from utilizing the
cloud computing database developed by the Na-
tional Security Agency (NSA) and known as ‘Accu-
mulo’ after the end of FY2013, unless the DOD CIO
certifies that: (1) there are no viable commercial
open source databases that have such security fea-
tures, or (2) Accumulo itself has become a successful
open source database project.” In end-of-the-year
legislative haggling, the House Defense Authoriza-
tion bill, which didn't contain references to Accu-
mulo, was the basis for the final law. Although the
Senate incorporated many sections of its bill into the
final compromise, Section 929 wasn't one of them.
The Senate’s actions could have been the result of
lobbying by companies like Oracle or Microsoft with
skin in the game. But it does point out that, as with
any new technology, long-term viability is not as-
sured.Incumbents have an incentive to squash it.
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